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Hey friends. Thanks again for joining us on this session today at List Building 
School, I'm here with Donata and Hans from Termageddon and we are talking 
about a topic that most of you probably neck leg, or you don't even know about, 
and that is staying compliant. With privacy laws while you're building your 
email list. 

And this is a really tricky conversation. So I'm happy that I have two of the 
world's leading experts, at least as far as I know, on the virtual summit to shed 

some light into the conversation, do not enhance. Thank you so much for 
coming. Yeah, thank you for having us. We're very excited to talk to everybody 
about privacy. 

This will be the most entertaining video we're talking about privacy policies and 
consent. How could that not be more fun? That's actually the reason why I'm so 
glad that you two are on because I've been on other webinars and they were just 
so dry. Like, like you could barely make it through the first five minutes, but 
with you, I know we'll always have some fun in the conversation. 

So. Tell us a little bit about yourself, and then we'll dive into the sites that 
you've got prepared. Sure. As I'll start. My name is Denada and I'm the 
president of Terma gettin, which is a software as a service that has generated 
thousands of privacy policies and kept them up to date. I'm a licensed attorney 
licensed in Illinois and a certified information, privacy professional. 

I'm also the chair of the American bar associations, EU privacy committee, and 
chaired the Chicago chapter of the international association of privacy 
profession. And, uh, my name is hons. I am better known as a do, not as 
husband these days. Um, but, um, yeah, uh, my background, I ran a 12 person 
web design and marketing company for seven years in downtown Chicago. 

I sold that business about three years ago, um, uh, to focus all of my attention 
on term again. Um, so yeah, we work on term again together, helping people 
with our auto updating website policy solution. I love it. So let's dive into the 
state Sanchez. Yeah. Sounds great. Drum roll here. 

No, one's allowed to fall asleep. 

And if you do leave a comment in the chat that you just planted your head on 
the table. 

This was probably one of the least boring, boring presentations, I would say 

from when it comes to compliance. 
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Can you see our slides? Okay. It's perfect. Yeah, but I think we might be 
overlapping them. So let me just change the layout to this, and then we are good 
to go. 

Yeah. Do you want to walk us through them? Yeah. Awesome. So today, as 
Dan said, we're going to be talking about complying with privacy laws, uh, 
when building your email list. Um, before we start, I did want to note that any 
information provided today is that legal. Uh, it's provided for informational 

purposes only if you are looking for legal advice, we recommend contacting an 
attorney in your area. 

So what we're going to talk about today about Heinz and I, we already kind of 
discussed that so we can skip that. Um, what is personally identifiable 
information or PII, uh, what privacy laws can apply to you when building your 
email list, the privacy policy requirements, um, when you need to update your 
privacy policy. 

How you need to gather consent for opt-in people into your list and then 
consumer privacy rights that you need to be aware of when it comes to email 
marketing. So about us, we already talked about this, so we'll kind of skip this 
one. Um, so collecting PII, so PII or personally identifiable information is really 
any data that could be used to identify a specific. 

So examples of PII would include names, emails, phone, numbers, addresses, IP 

addresses, things like that. Um, so a great example, when you're talking about 
an email list would be names and emails. So both of those would be considered 
examples of PII. And what does a privacy policy? A privacy policy is a 
statement that you provide on a website that explains your privacy practices. 

So how you collect, use and disclose. Right. So the privacy policy will contain a 
lot more disclosures than that usually. And we'll discuss that in a minute here, 
but those are really the main kind of meat and potatoes of what a privacy policy 
can take. Yeah. And what's important to understand is personal information, 
names, emails, phone numbers. 

These are all regulated under privacy laws, which I believe you're going to talk 
about. Yeah, I am. Um, and when it comes to who needs to have a privacy 
policy, any website that collects PII needs to have a privacy policy. So if you 
have a contact form, an email newsletter signup form, an account creation for. 

Checkout forms any of those things collect PII, like names, emails, phone 
numbers, things like that. And that means that you need to have a privacy policy 
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on your website. So even if I'm not a business, even if I'm like having a blog for 
fun, blogging about the travel that I do or that I can't do these days, but even 
then if I have a contact form, I need a prophecy, even though I have no 
monetary, uh, perspective with the web. 

So it depends. Um, so most privacy laws in the United States apply to 
commercial websites only, uh, which means for-profit entities, but different 
privacy laws like GDPR, um, or United Kingdom set up protection act will 

apply whether or not there's commercial intent behind that for people. So the 
answer to your question you on is, uh, yes, you very well may need to provide a 
privacy policy just for having a website. 

It just depends which laws apply to you. Yeah. But better be safe than sorry, in 
this situation. It's a very, yeah. It's a very good mindset to run under. Yeah. So 
privacy policies are required. Um, and they're not just required because it's fun. 
They're required by privacy. Um, so there's a variety of different privacy laws 
that have been passed in the United States, in the European union, the United 
Kingdom, Canada and Australia, that apply to the collection of PII by websites. 

And each of these laws is slightly different, but what's really important to 
remember is that these laws don't really care about where your business is 
located. They protect consumers, meaning that if you have visitors from other 
countries, other states. If you do business in other countries and other states, 

these privacy laws can apply to you. 

And a great example here is one of California's privacy laws. Um, the California 
online privacy and protection act of 2003, which applies to any commercial 
website that collects the PII of California residents. So as you know, anyone 
from anywhere could potentially submit their name and email to your email list, 
which is what really you're hoping for when creating an email. 

Um, which means people from California could submit their information to that 
list. So you might need to comply with privacy laws outside of the state or 
country in which you're located. If any of these apply to you. Um, I also did 
want to note that Colorado and Virginia have recently passed new privacy laws 
as well. 

Those go into effect in 2023. Um, so that's something to keep an eye out onto, 
and Hans will talk about, uh, keeping your privacy policy after they would 

future privacy laws. And then lastly, here on this slide, I did want to mention the 
general data protection regulation. I'm sure a lot of you are very interested in 
that one. 
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And we'll talk about GDPR and consent in a minute too, but essentially GDPR 
applies in one of three scenarios. So scenario one, you're located in the 
European union. Um, so let's say you're located in Germany or you're located in 
France and GDPR applies to you. Um, scenario two is if you are offering goods 
or services to either. 

Um, so for example, if you're shipping products to the EU, um, or if you offer 
your newsletter in German or French, for example, um, and then lastly, if you're 

monitoring the behavior of EU residents online, um, so that's also regardless of 
where you're located yourself. So if your website has things like analytics on it, 
um, you would be monitoring their behavior online and need to comply with 
that law. 

That's why I get blocked from so many U S websites I am in Germany and 
some, some websites just, I just cannot access. And then they refer to based on 
your location, I'm not allowed to access that. So I would have to use the VPN or 
something and it's effective. So that's effectively them trying to comply or not, 
not have to do too much work to comply with GDPR. 

Um, yeah, well, yeah, what's interesting is you're very well. You very well, 
maybe, right? Um, that's one component of GDPR is monitoring the behavior of 
residents of the EU. What's interesting here though, is that it sounds like that 
business is using IP addresses to make an inference as to where you're voting. 

And thus they are collecting your personal information. So that that's a 
particular topic that I think goes outside the scope, because that is talked about 
quite popularly amongst privacy professionals. Um, but yeah. You brought up 
an interesting point for sure. They're kind of digging their own hole there, but 
when it comes to figuring out what privacy laws apply to you and what privacy 
laws require you to either obtain consent for collecting. 

Or to have a privacy policy where you really need to think about is not where 
you're located. What we need to think about is hoop, whose PII you're collecting 
through that website. So who could be submitting their name and email on that 
form, where your customers are located to whom you offer goods or services, 
um, where you do business and who you track online. 

So those are the things that you need to think about when figuring out whether 
these laws apply. 

And these laws require websites to make certain privacy policy disclosures. 
Um, so these disclosures really depend on the privacy law that applies to you 



 

https://listbuilding.school – Copyright Jan Koch Einzelunternehmen 2022 

because each law has very, very specific disclosures that it requires. It literally 
has a list of the disclosures that you need to have. Right. But I'll kind of touch 
on some of these that are important, especially for listings. 

Um, so what PII you collect? That's important to disclose. So you're collecting 
names and emails from the list, um, purposes for which you will use the PII. It's 
very important for you to disclose that you're going to be using that for email 
marketing. Um, and I did want to note that under certain privacy laws, if you 

don't have that purpose stated in your privacy policy at the time of collection, 
You will actually need to obtain consent for that consumer, um, to add the email 
marketing purpose later. 

So make sure that before you start building your email list, that your privacy 
policy has all these disclosures, that it says that you're going to be using their 
email address for marketing or otherwise. You're not allowed to use that email 
for marketing under certain privacy laws. So you can't use it at all. 

So your lifts will become essentially used for. And if you want to add that 
purpose later, you might need to email your co uh, those consumers and let 
them know and ask them whether or not it's okay to add them to that list. 
Whether you share PII and the categories are third parties with whom you share 
it. 

Um, usually when you have an email list, you're sharing PII with an email 

marketing vendor, like MailChimp, constant contact. Uh, whatever email 
marketing by who you choose. Um, it's important to disclose to the consumer 
that you could be sharing PII with that particular Viper. Now for a lot of you in 
marketing, um, there are two kind of aspects of privacy policy disclosures when 
it comes to this particular disclosure. 

So choice one is to disclose the name of the, um, third-party vendor that you're 
using. So for example, saying I'm. Um, option two is to disclose the category of 
third-party. So for example, email marketing, um, both of those are completely 
correct, um, under privacy laws. Um, but if you do want to choose to switch 
with vendors in the future, let's say you want to go from MailChimp to constant. 

You'll have to update your privacy policy again, versus if you say I share 
information with email marketing vendors, you won't have to update it. So it's a 
lot easier for you to, um, to have that privacy policy in place and not have to 

update it every time you switch with that verse. So that's good. Um, consumer 
privacy rights and how to exercise them. 
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A lot of privacy laws, um, include the right for consumers to opt out of their 
information being used for marketing. So that's important to this. Um, legal 
basis for processing PII. Um, so that's essentially the legal basis that you use 
for, um, adding somebody to that list. And usually that's been sent. Um, and I 
just did want to note that if you're arguing it under consent for marketing 
consumers have the right to withdraw their consent as well. 

Whether you use that information for direct marketing, that's very important for 

you that are using that information for her. Um, so those are kind of the main 
disclosures that would apply when it comes to email marketing. But even if 
you're not using that information for email marketing or using it for something 
else, you will still need to have all the disclosures that are required by the 
privacy laws that apply to you. 

And I do want to note that there are fines for privacy law noncompliance. So if 
you are collecting PII without having a compliant privacy policy, um, or if 
you're not gathering proper consent, not doing those things that you need to do, 
you could potentially be fined and fines range from $2,500 per website, visitor 
here in the U S to 20 million or more euros or more. 

Um, so if it's per website, visitor that can add up really quickly, let's say you 
have a hundred website visitors for California. Um, and violate your privacy 
lives to 2,500 times a hundred is how that climb will be calculated. So there are 

pretty big consequences for not complying with privacy laws that you should be 
aware of as well. 

Um, yeah, that $2,500 it's actually $2,500 per infringement. So another good 
example would be if you have 20 subscribers from California and you've 
infringed on their privacy rights, that fine would be $2,500 per subscriber from 
California. That is insane. I mean, it really is because the us doesn't really, um, 
as I understand it, they don't really take the business size into account. 

They are just like, if you, in French doing French, and this is the penalty. Yeah. 
So it's not really a sliding scale. So on the EU, they'll kind of look at. Well, your 
privacy practices in general, you know, how many people you've infringed upon 
whether it was intentional or not? Uh, what was the nature of the infringement? 

Things like that. And the us was just strike 2,500 per violation. Well, so that, 
that puts businesses out of business. Yeah, it really is. It's it's. Yeah, but, but 

yeah, what, what that brings into is, is not only talking about. Look, you need to 
provide a privacy policy. You need to get proper consent with building your 
email lists, but you also need to have a privacy policy strategy. 
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And what I mean by that is the fact that you can get all those disclosures we 
listed on that slide, um, with everything in there, I'm ready to go compliant with 
all applicable laws you need to comply with. But the reality is that you may 
need to make updates in the future to your privacy policy. And the reason why I 
say that is because. 

Privacy bills are being proposed throughout the us and the world for that matter 
and privacy policies, um, or excuse me and privacy laws that currently exist are 

there are proposals to change those, uh, privacy laws. So you have to have a 
strategy to keep your privacy policy up to date, not only with your privacy 
practices, but with the ever-changing landscape of the privacy law world and, 
um, in the screenshot. 

What, what are, what we're trying to show here is the fact that just in the us 
alone, we do have, we have individual states proposing their own privacy law, 
or a set of privacy laws to protect the residents of the, of those, of those specific 
states. So New York for example, has the right to know. Um, which will, if 
passed, allow consumers of New York to Sue any website owner located 
anywhere, regardless of that website owners business size, just for collecting 
their email address without proper New York privacy law disclosures. 

Um, and that is the key component that we're trying to share with the world 
really is. Privacy laws are changing. They are changing constantly and there's 

new ones being introduced. And whenever these changes occur, you need to be 
aware of the fact that you may need to update your privacy policy with new 
disclosures, required them to those specific privacy laws. 

Um, I won't go into detail on this particular page, but I will note that we offer 
this tracker within our blog. So you can go to termin, guyton.com/blog, and we 
offer links to all of these bills, um, so that you can see what's going on here. If 
you're ever feeling like you can't sleep at night, you can use 

yeah. If you can make it past. 

I love it. I link the blog below the session because this is really valuable 
information. And I think what hopefully becomes clear to everybody watching 
this, this. It's not a set and forget thing where the privacy policy and you cannot 
simply download a template from anywhere, pray and cross your fingers, that it 
is compliant that you filled it out properly and then sleep well at night. 

If you're building an email is, I mean, if I, I surely have subscribers from New 
York on my list, there's no way around that. And if I upset someone of them and 



 

https://listbuilding.school – Copyright Jan Koch Einzelunternehmen 2022 

they Sue me, I mean, that's not a fun place to be. Yeah, it's just it's, you know, 
the fact is people getting rights to their privacy is something worth fighting for. 

I just find it frustrating that small business owners have to deal with this. And 
this is just the future, not to mention the, all the existing privacy laws in place, 
um, and becoming more of a barrier to entry for business owners to get email 
lists going and like to grow their business with the under the lens of compliance. 

We'll talk about, you know, solutions at the end of this, uh, topics. So, uh, w 

we'll keep going here. Um, and I mentioned this earlier, and this is a key 
component and John, you already hit it, nailed it on the head. You can't just 
have a privacy policy these days. Um, you have to have a strategy to keep it up 
to date with the ever-changing privacy law landscape, because failure to provide 
a disclosure within a specific privacy law means that you may be. 

Non-compliant which may result in fines or lawsuits. Yeah. So let's kind of 
switch gears a little bit here. Let's talk about gathering consent, right? So we 
talked about privacy policies. You know, what laws apply to you? What that 
policy needs to contain the importance of keeping it up to date, but there's 
another aspect of building an email list and that's gathering. 

So there's three privacy laws that require consent. So general data protection 
regulation, United Kingdom data protection act 2018 and pipette up, which was 
Canada's privacy law. So let's start off with GDPR and UK DPA because they're 

very, very similar and they're no offense to the governments of those countries. 

They're basically carbon copies of each other, just with ease, switched out to 
you. But those laws require, um, websites to obtain consent in certain cases, 
such as email marketing, right. And consent. Isn't just, uh, you know, they 
clicked on my website. So that means they consented or they viewed my 
privacy policy. 

And that means that they consented or they clicked submit. And that means that 
they consented. Unfortunately that's not. So these laws define consent as any 
freely given specific informed and unambiguous indication of the individual's 
wishes, which he or she signifies agreement to the processing of their personal 
data. 

And there needs to be a clerk clear affirmative action of that agreement. So we 
can kind of break this down a little bit to kind of talk about what this means. So 

freely given means that the individual is presented with a real choice as to 
whether or not to allow the processing of their data. So if you have a submit 
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button on your website and it says, by submitting this, you're going to be added 
to the email list. 

That's not a real choice. Um, or by saying, by purchasing this item, you're going 
to be automatically added to our email. That's not really a real choice because I 
don't have the choice to say yes or no. I don't want to be added to this list 
specific each purpose for which the data will be used, must be disclosed to the 
individual. 

So like, we've talked about earlier, you need to tell the individual that you're 
going to be using that data for email marketing. And if you don't, you can't use 
it for that purpose. Um, and then if you don't currently have one, have that 
purpose in your policy, but do you in time to add. You will need to gather 
consent for that new purpose. 

So just because they reach your privacy policy five years ago, when it didn't 
have that purpose doesn't mean that they automatically greets with now 
informed the individual must smell what he or she is agreeing to. Um, so that 
essentially means that they saw your privacy policy, that they had a link to it 
that they could view it. 

Um, and that all the required information was contained within that privacy 
policy. And unambiguously indication of the individual's wishes must take 
place via a statement or by clear affirmative action. And so let's say you have a 

contact form and that contact form says, I agree to the privacy policy and that 
checkbox for the privacy policy is checked automatically without the individual 
checking it themselves. 

That's not a clear affirmative action. Then a clear affirmative action is them 
checking it, saying that they. So do not, um, just to put this into an example 
format, and of course it's not legal advice, but, uh, would you say that, you 
know, when you offer like a newsletter sign up area form, that a good idea 
would be to have an unselected chat box where users should, where it should 
maybe say something like, I agree to the privacy policy. 

Yeah. Yeah. And having that privacy policy linked right there. Absolutely. 
We'll look through some examples in a second here. Yeah. W w I was just 
going to ask about that. I have, um, oh, well, no, let's do that. When we're 
looking at the examples, because I want to get some free consulting for my own. 

That's a benefit of being a summit hosts. Isn't it. I get to talk to all the smart. 
That's a very good strategy. Uh, so here's a really, really good example. I know, 
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unfortunately, a lot of people get this wrong. Um, so as you can see down there, 
um, on the screenshot, it says terms and privacy, anything click on that, you'll 
get the terms of service and the privacy policy on one page. 

So GDPR and UK DPA, they prohibit the bundling of consent with a terms of 
service, a contract for the provision of. Birthing center is not necessary to 
perform that contract or service. So adding someone to an email marketing list 
is not necessary to perform a particular service, right? So let's say you're selling 

mufflers for cars. 

You don't need to have them subscribe to any email list to provide that muffler, 
right? So you can't bundle the terms and the privacy to. So we should do is have 
one page for the terms of service and another page for the privacy policy and 
keep them separate. Otherwise you're not going to be able to gather proper 
consent real quick. 

Also, I noticed that, um, this particular example we're terms and privacy, um, 
are at the bottom and this, uh, black, uh, footer bar. Man. It doesn't look, I mean, 
it's visible certainly, but you know, one thing you want to make sure is that the 
links to your policies are clearly visible. Yeah. So the standard is conspicuous, 
uh, which means that it's clearly visible to the consumer. 

So contrast in colors, larger text, different files. Uh, things like that. You want 
to make sure that those things are visible. The background of this seems black, 

and then the words themselves seem gray. Um, I would say that's, you know, 
you can probably see it, but somebody who has difficulty seeing, uh, you know, 
might not be able to see it or distinguish those colors well. 

Um, so I'd definitely recommend making it more conspicuous. How the other 
links appear? Uh, it seems like the other links are a lot more visible than the 
terms of the privacy, like for sure. 

Um, so here, um, here you can see a contact form. So GDPR and UK DPA 
require companies to provide the individual with privacy information. Those 
particular form here does not provide a link to the price he policy. And it does 
not ask the individual to breach a privacy policy. The only thing that it asks is to 
check that they're not a robot. 

Um, and unfortunately that's not sufficient to, uh, to have consent or to show 
consent. So definitely have that little check box, um, on your contact forms, um, 

and ha require the user to check the box, uh, to be able to submit the form. And 
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I think, yeah, you had a question. Yeah, I have two, uh, checkboxes on my 
former and let me share my screen really quick so that we can, we can look at. 

This is the form that I have for this building school right now. And I know I'm 
putting myself on the spot here, but I think this is okay. Um, the first checkbox 
says by checking this box, you agree to receive information about this event. 
Future offers an educational content in the second check box says by checking 
this box, you confirm that you've read and agree to our privacy policy. 

Do I really need those two check boxes? So is the privacy policy. Of course it 
is. No, I don't think so. It's LinkedIn, it's LinkedIn the foot in the, in a very 
obvious way, but it's not linked in this popup. Yeah. I would definitely have that 
linked within that box. Right. Um, so having that so that the user can click right 
there and don't have, doesn't have to search for it. 

Um, you know, I don't think there's anything wrong with having two check 
boxes. So one, you're making sure that they know that you're, they're going to 
receive information about the. Future offers and educational content. I don't 
think there's anything wrong with this just because you're kind of very clearly 
pointing out that, Hey, this is going to be used for mark. 

And as a consumer, I personally like it because I get to see right then and there, 
like, okay, if I check this box, I will receive emails. And you know, I think, 
sorry, my marketing is coming on back from when I was running my agency. 

But I think so many people want to get the biggest list they possibly can get. 

When in reality, what you want is the. You know, high quality. So I, you know, 
I always did not have brought this up, but it was her who said this, but I'd much 
rather have a hundred subscribers that are engaged with me and are interested in 
actually what I have to offer rather than 5,000 people where they're all reporting 
you spam. 

Like, um, it's it's, this is how you build that type of trust with subscribers. 
Rather than trying to hide the privacy policy stuff, embrace it and show people. 
I will, I'll be sending you email marketing newsletters, then chances are they're 
already here. They know you are. And that this is just that one extra thing you 
can show that demonstrates your building transparency and trust with your 
audience. 

So I liked it personally, the only recommendation I would say is hyperlink the 

privacy policy and capitalized privacy policy, capital fees. That's another thing 
we noticed is. That's not a requirement. Makes it more clear. Yeah. Yeah. But I 
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like this. I think it's good. Yeah. Yeah, I love your point. Hands on, on the 
quality of subscribers, because I have this example with my list right now, I 
have around 8,000 people as we are recording this before this building school. 

And when I send to the entire list, I get 18, 20% open rate. Maybe when I send 
to the hot segment, which is around four and a half thousand subscribers, I get 
45%. Okay. And th this is exactly what you were referring to. There is this a 
trend to have a hundred thousand people on my list? Because a hundred 

thousand sounds cool, but if five of them read my emails, what good is that list? 

I couldn't agree more. It's so much easier said than done too, because I think we 
all naturally just want to have the biggest list possible. I think that's like a 
natural desired business, but, you know, from a privacy standpoint, that's just 
one more reason to why, why you need to be considering valuing transparency 
over having the biggest lists. 

So, all right. Should go back to my screen. Yes. Thank you so much for helping 
me understand if I set up the form correctly or not. So give me just a moment 
here. No worries. And again, just a reminder for everybody watching this, this 
was not legal advice, so I'm not going to hold hands and Donato accountable. 

All right. So talk about this. Uh, this is one of my favorite examples. I 
sometimes give talks on how to build websites of privacy. Um, but here's a 
checkout basket, right? And on the left-hand side, you'll see the basket and 

you'll see check that says I've read and understood the terms and conditions, 
right? 

And then you had this more info and co consumers will not click more info. 
That just doesn't happen. But I did. Um, so like more info, it said by submitting 
your details, you can send to this company, keeping you for by mail and email 
of exclusive offers and services from us and from carefully selected. So 
essentially, um, and this box is free chat. 

So unless you click more info and uncheck the box, um, your information is 
being shared with other parties for marketing purposes. The problem with this 
is, is that the laws require you to take affirmative action to agree to the 
processing of data. This is not affirmative action because it's hidden the auto 
select. 

And hidden privacy information and pre-check boxes are my elation of these 

laws as well. Um, so practices like this, this is a little bit more extreme than 
what we usually see, but practices like this aren't violation and they're definitely 



 

https://listbuilding.school – Copyright Jan Koch Einzelunternehmen 2022 

not cool. Um, so, you know, cause. That notice, this would probably be pretty 
upset. 

Yeah. That's exactly what I was thinking. I'm just getting frustrated seeing this 
because at the moment, if I were to click that more info and then see that and 
see that they auto consented me, which is not real consent, that would really 
upset me. I'm like, oh, 

Yeah, I agree. I agree, because what else are they going to do? Like if this is, 

oh, so they signed me up for things like that. Yeah. You definitely want to make 
sure you're not doing stuff. It seems like really? This is all about just one key 
message 

I hear. Yeah. And then I kind of talked about this before we started recording. 
But as looking at, uh, email marketing lists, uh, and people who do courses on 
email marketing. And I stumbled on this one. Um, and essentially it's a sign up 
where you can get your email marketing templates now. Um, so here I entered 
my information. 

I clicked download now. And at the end it says, by signing up, you agree to the 
terms of service and privacy policy. Um, and you know, if you're under 16, 
you'll receive information and you can opt out at any time. Um, so again, this is 
not affirmatively opting in to the processing of data for marketing purposes, 
because by signing up, you agree, isn't an affirmative. 

Um, so it's not sufficient to demonstrate consent under these laws. Again, just 
switch that to a chat box. Um, and you'll be fine. Um, but definitely don't do the, 
by signing up, you free anything, especially for selling email marketing 
templates, uh, you know, try to stay away from that. Um, and then pipette up, 
which is the third privacy law. 

Um, that one is from Canada and basically it requires organizations to obtain 
meaningful. Um, and actually play pat up might be changing soon, was see 11 a 
Canada is proposing a new privacy law that would allow consumers to Sue 
businesses directly, um, for violating privacy law. Um, but it's not yet. So to 
make consent meaningful, individuals must have an understanding what they're 
agreeing to. 

Um, this essentially means that you need to have an up-to-date and 
comprehensive privacy policy that contains all of the disclosures required by. 

Right. Um, so really in most cases you're required to have, you're applying to 
having implied consent under PI Prada, meaning that you just have a privacy 



 

https://listbuilding.school – Copyright Jan Koch Einzelunternehmen 2022 

policy, but you are required to have expressed themselves when the PII you 
collect user discloses sensitive. 

So if you're collecting information about people's gender, sex, orientation, age, 
things like that, the collection use or disclosure it's outside of the reasonable 
expectations of the indigenous. This is the one that I wanted to talk about, uh, 
for, um, email marketers. But the third one is collection use or disclosure rates, 
uh, meaningful residual risk of significant harm to the individual. 

So let's talk about the second one consumer expectations regarding their privacy 
are changing, right? So before consumers were expecting to be added to any list 
at any time, uh, none of it mattered. They marked it as spam, uh, or 
unsubscribed and move. Consumer expectations regarding their privacy are 
changing. 

So that means that consumers expect to be asked when they're added to a list. 
Consumers are expected to be able to unsubscribe or withdraw their consent at 
any time. And consumers are expecting businesses to not invade their. Um, so I 
think that outside of the reasonable expectations of the individual, we could 
argue that adding somebody to an email marketing list without their consent it's 
outside of their reasonable expectations now. 

So to be safe under pipe header, I would also recommend getting explicit 
consent, just like under GDPR. And you paid EPA. 

And my para has certain consent guidelines. So you need to have, um, key 
elements of privacy information. So what PII you're collecting, who you're 
sharing it with, what purposes you're collecting that information for using it or 
disclosing it. And what's the risk of harm or other consequences to the 
individual to providing individuals with clear options to say yes or no. 

Um, so consumers must be given a choice. And then lastly being accountable 
and standing, ready to demonstrate compliance, meaning that you have 
somebody in your company who's responsible for privacy compliance, whether 
that's their only job or they wear other hats as well. And that you're ready to 
show that you actually obtained consent from this individual so real quick. 

Um, so if you're a one person company, that means you're the one responsible 
for your products and we have to keep track of that consent. Yes. Yeah. And if 
you've make the consent checkbox a required field, um, where they cannot 

submit their information, unless they check the box, that would be, yeah. So 
then, then, you know, you have some very simple model for your business. 
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Okay. You have to click the box and therefore, every single time someone 
registers you have a timestamp of when they come to. Um, and then real quick, 
I just want to know with one beat, because I hear this all the time. So many 
companies saying they don't share a pie. Well, I'm guessing if you're on this 
chat, right. 

Or if you're listening to this right now, you are sharing PII and I'll give you a 
great example. But when you embed like, uh, a newsletter signup form on your 

website and that data then gets sent over to whatever platform you're using 
active campaign MailChimp, whatever it may be. You are sharing data with that 
third party. 

So those companies, um, email marketing service providers, um, most, I would 
imagine most email marketers are using those third-party companies. And that's 
a great example of when you're sharing data. So you just need to make sure to 
disclose that within your privacy policy, that is a really good point. And that 
also triggers something that most people probably don't think about. 

It's like when you have Zapier connected to your email, Yes. That is another 
resource that you need to disclose them. Absolutely. Yeah. Data linking 
platforms, email marketing provider. Even your email providers themselves to 
serve you're using. Yeah. If you're using G suite or outlet and whenever 
someone submits a lead, a contact form and you get that in your email inbox, 

that means you're sharing data with your email service provider. 

Yeah, it's safe to say everybody's sharing. And that's what it's all about is like, 
oh, like, you know, I ran an agency for seven years. I never really connected the 
dots on that. I mean, I had to marry a privacy attorney to figure this stuff out, 
you know, once you hear it, it's like, oh yeah, I am sharing data. 

And it's not that big of a deal. I think a lot of. I think when they hear the work 
sharing data, I think they subconsciously think selling data, but those are two 
very different things. Sharing is very common. Selling is very rare. Yeah. I, I 
personally thought always that it was like a manual action. I send a spreadsheet 
of data to, to somebody else to use it by exporting export in my email 
subscribers to that say another payment gateway or something, but this is just all 
automated and we it's so second nature to us as marketers. 

So we don't realize. Exactly. Exactly. Yeah. So this is kind of our second 

takeaway. So our first takeaway was have a privacy policy and keep it up to 
date. Um, our second takeaway is, um, you know, all different privacy laws can 
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have different standards, some require consent, some don't, but in reality, if you 
want to be safe, um, individuals should always be given the choice to add. 

And should not be opted into email marketing by default. Right? So don't wait 
for somebody to opt out, make sure that they opt in with an affirmative clear 
action that they want to be on this list. Um, if you don't want to get into any 
privacy law non-compliance issues. And then lastly, for the privacy laws, we 
would, we wanted to give you a little bit of information about privacy. 

Um, so there are certain privacy rights that are provided to individuals. Um, and 
these are different based on the different privacy laws, but I'll kind of run 
through just a few of them that are really important to, uh, email marketing. So 
the right to restrict processing. So individuals can opt out of direct marketing if 
they want to the right to withdraw consent. 

So if they consent it to email marketing, they have the right to withdraw back. 
Um, the right to request deletion of their PII. So they ask you to delete their PII. 
You can't email them anymore. And the right to know, um, so knowing whether 
their PII is sold to disclose what PII you're collecting, all of that, um, you need 
to let consumers know that as well. 

And maybe Hans can take us to her how our company Terman got to come 
home. 

You know, I, I realized this, this particular site looks like a giant sales pitch. Let 

me start with, uh, the first takeaway, which is, you know, when it comes to 
privacy policies, I think a lot of people are kind of like a deer in the headlight 
type situation. Um, not knowing really, exactly what to do. Um, so first note, 
you know, you can, there's two really good options. 

I don't believe a template is a good option because I've never seen a template 
compliant with all applicable privacy laws ever in my life. Um, so I don't even 
count that as an option as non-compliance is not cool. Um, so there's two 
options in my opinion, um, You can hire an attorney, um, to, to not only draft 
your policy, but also monitor privacy laws for you and keep your policy up to 
date on laws change. 

Um, if you have the type of funds to afford that type of endeavor, go for it. Like 
nothing beats that. Um, but not a lot of people have, you know, 10, $15,000 a 
year laying around for such a service. Um, so a lot of companies go to privacy 

policy generators, and that is what term of is. So term again, we are a tool that 
helps you identify what privacy laws apply to you, and only then ask you the 
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questions necessary to produce the privacy policy disclosures required under 
each and every one of those respective privacy. 

What's cool about our tech is that, you know, after you generate your privacy 
policy, you copy and paste our embed code into the body of your privacy policy 
page on your website. And that's what allows us to push updates to it. When the 
laws change in the future, we obviously notify you by email of this. 

Um, so it's a nice little nifty, sorry. Um, we're auto updating, uh, were made for 

marketers. My background is, is, is running a web agency and we certainly did 
marketing for, uh, for several clients too. Um, we built termin, got into beef, uh, 
friendly, not only for, you know, markers, but for possibly their clients as well. 

Um, so yeah, our services 99 bucks a year, um, not, not a penny more and it 
actually includes a set of auto updating policies, including a privacy policy 
terms of service. And this. And it's a really great service. I feel your customer 
for, for a year. Uh, before I realized that it's probably not the best fit because I'm 
not a US-based business, but, but still, um, the level of customer support that 
you, you too, and the team provide. 

Is next to none. I've rarely seen, says companies where with at least the founders 
staying up until way past midnight to answer support requests. Well, you realize 
that we're in a different time, so, yeah, but, but we were on a webinar together 
with cloud ways awhile ago. And then I remember you saying that you've got so 

many requests after that. 

Yeah, go through them. And so everybody watching this, if you would check 
our term together and connect with Hans and Donata and the team, they are 
really dedicated to their customer success. And that is what I think is a 
differentiating factor here. That's really nice for you to say. Our business is 
comprehensiveness comes by that that's in our DNA. 

Like Denada is a thought leader in the privacy community, just in general. And 
you've been fortunate enough to have her running the company to provide small 
businesses access to high-end in my opinion, privacy policies. Um, you know, I 
think we need to constantly, because comprehensiveness is our core focus. 

Really, all we do is just listen to our customers on how to improve the user 
experience. So it's a nice little combination. So I providing good support. We 
get good insights on how to improve our products. So, um, I appreciate the kind 

words and, um, I will know we are compatible for businesses, um, and, and 
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people for foreign businesses formed in the us, UK, Canada, Ireland, and 
Australia. 

And we have many more countries we plan to deploy, um, over the. Um, and 
then lastly, we also have an agency partners program. So if you're a marketing 
agency, website, designer, website, developer, um, you can apply and get a free 
license from us at carmageddon.com/agency dash. Um, we have a fruit, we 
provide you a way to make recurring revenue reselling or for in term of getting 

as well. 

Um, in that space, that's totally fine. Our services, 99 bucks a year. Um, not a 
penny more. Yeah. And then if you have any questions that you think of after 
this program, feel free to send us an email, Hans, um, and 
deny@termagain.com. You can also find us on social media pretty much 
anywhere at a term again. 

Fantastic. I had a blast, uh, one of the most fun conversations about privacy 
laws that I've ever had. So I appreciate you so much. Um, we've covered a lot of 
ground in this presentation, so thank you for that. And for everybody watching 
all the details are listed below the video. Go through the transcript, go through 
the session notes. 

If you've got the premium pass and make sure. That your privacy policy stays 
updated, not just is updated, but that you are protected in the future as well. 

Thank you so much. 


